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1. General
1) Whatis included
Application Program: SZZT_EPP_TEST.EXE
DLL: PIN_CS03_596E.dlI
2)
2. Operation Examples
1) Run Application of SZZT_EPP_TEST.EXE
Select the EPP Model “ZT596E”, then click the button “OK”.
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Select Product: [z j 0K

You can select serial communication or USB communication. Set com port and baud
rate, if serial communication selected. Then click the button “Open Device”.
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Open Device Conmection Mode: [SerialFort = ComPort: |3 b Baundrate: (115200 -

Ver Manage Eey Manage I Encry'ptfr]]ecry'pt] User Entry] Get FIN Block]

Dlewice Information

Get DevInfo

Version Infa:

EeyCodes

Set KeyCodes

KeyValue: |3132331B343535083?38390D2E30232A

KeyLevel: (+ PIN_MODE (" TEXT_MODE

Status: 2011-10-15 09:42:12

2) Read EPP’s Information
Open the tab “Ver manage”, then you can read the EPP’s Information by click the
button “Get Devinfo”.
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CloseDevice Comnection Mode: ISerialPort 'l ComPort: IE 'I Baundrate: IIISZUD vl

Yer Manage Eey Manage I Encrypt/Decrypt I Uszer Entr}'l Get FIN Blockl

—Dewice Information

Get DevInfo

Verzion Info: |[E10-FIT

—KepCodes

Set KeylCodes | |

KeyW¥alue: |3132331B343535083738390]]2]3302321\

KeyLevel: % PIH_MOLE " TEXT_MODE

Status: EEAD_VERSTONW_SIUCCESS 2011-10-18 09:43:50

3) SET Key Codes

o s 0 et 2 T -
ClozeDevice Comnection Made: ISerialPort 'I ComPort: IE\ 7' Baudrate: |1152|:|U VI

¥Ver Manage IKey Manage I Encrypt/Decrypt I User Entr}'l Get PIN Blockl

—Dewice Information

Get DevInfo |

Version Info: IEID—FIT

—KexCodesz

Set Keylodes

Key¥alue: |3132330A5343536205T38300DTF302E00S051 525354555657

KeyLewel: (" PIN_MODE (% TEXT_MODE

Status: SET_KEY_CODES_SIUCCESS 2011-10-18 09:45:58

4) Initialization
Open the tab “Key manage”. You can select the mode by selecting the combo-box value,
“0” means a reset, while “1” means a Initialization which will delete all DES keys. Then



click the button “Initialization”.
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Closellewice Connection Mode: ISerialPort 'I ComPort: IE! VI Bandrate: IIISEDD VI

Ver Manage Key Manage |Encry'ptf]]ecr}'pt| User Entr}'l et FIN Blockl

—Initialization

[ =] Delete all 78S key

—TlownLoadEey :
—HKeppttri ———
DownLoadE |
B % Master Hey
" Pin_Key
KeyWa: |1 ’I DecKeyHa: I_1 "I (" Data_Key
" MAC_Keyw
WriteMode: ISET_MD]]E vIStore the key to cower the existed key " Initialization_vector
(" Delete_Key

Key ¥al: IDI2345578‘3ABC]JEFUBIQEESBQCSDEETF 16

—LChecl—Key

Read ECV |
KeyHa: I1 'I

Checlckey Val: |

Status: INITIALTZATION_SUCCESS 2011-10-15 089:47:57

5) Download a clear text Master Key
a. Setthe DecKeyNo to “-1” (“-1” means clear text key, while others means encrypted
key), WriteMode to “SET_MODE”, KeyAttri to “Master_Key”. Input the Key value,
and then click the button “DownLoadKey”.
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Clozelevies Conmection Made: ISerialPort 'l ComPort: IE\ 7' Baudrate: IIISEUU 'I

Ver Manage Key Manage |Encr}'pthecrypt| User Entryl izat FIN Blockl

—Initialization

Initialization | Il vl Delete all DES Ley

—DownLoadKey

—HKeyhttri

DownLoadE,

" Pin_Key
KevHa: |1 'I DacKeyHo: I_1 % I | " Data_Key
1 MAC_Key

‘ WriteMade: ISET_MU]JE vl Store the key to cover the exiszted key (" Initialization_vector

{7 Delete Key |

Eey Wal: IU1ZSQSETBQEBC]]EFDB1921’.3B4C5]JEETF 16

—Checl—Key

|
Read ECV |
EKevHa: Il 'l

Checl—lkey Val: IQBE4CD5A4A5‘35ECE

Status: DOWH_LOAD_FEY SUCCESS 2011-10-18 09:50:31




b. Set the DecKeyNo to “-1”, WriteMode to “SET_MODE", KeyAttri to Master_Key.
Input the Key value which will XOR with the exist key, and then click the button
“DownLoadKey”.
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CloseDlevice Conmection Mode: |SerialFort ComFPort: [B - Baundrate: |115200 -

Ver Manage Key Manage ]Encr}"pt!]]ecr}"pt ] User Entry] et FIN Block]

Initialization

Initialization | |1 w| Delete 21l DES key

Loxnliosdiey Keyhtiri
orloadkey (¥ Master Key
" Pin_Key
KeyHo: |1 &7 DecKeyWa: |71 B’ (" Data_Key
" MAC_Key '
Writelode: [y0R_MODE = |[Key iz XORed with existing key " Initialization vector '
(" Delete_Key
Key Val: [00000000000000000000000000000000 16
Check—Eey

Bead ECV
KeyHo: 1 B

Checl—key Val: |9E\E4CD5A4A5‘35ECE

Status: DOWN_LOAD_EKEY SUCCESS 2011-10-18 09:53:06

6) Download a PIN Key

Download a PIN key by a master key for decrypting; this key will be used to encrypt PIN
information.
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Closelevice Conmection Mode: ISerialPort vI ComPort: IE! 'I Bandrate: IllSZUU VI

Ver Manage Key Manage |Encr}"ptf]]ecr3rpt I Uzer Entryl Get PIN Blockl

—Initialization

Initialization | |1 vI Delete all DES key

—DownLoadKey

—Keyhttri
DownLoadKey

KeyHo: I2 & I

" Master Key

DacKeyHa: I1 "I ‘ " Data_Key

{~ MAC_Eey

WriteMode: ISET_MD]]E ;”Store the key to cower the existed ey o Initialization wector
(" Delete_Key

Key ‘f"al:Illl11111111111111111111111111111 16

—Checl—Eey

Fead ECV |
KewHo: |2 "I

Checl—key ¥al: IUFEID4B‘34BSEFDDE\

Status: DOWH_LOAD_EEY SWCCESS 2011-10-18 09:54: 36

7) Download a Data Key
Download a Data key by a master key for decrypting; this key will be used to
encrypt/decrypt Data information.
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Closeleviee Cormection Mode: ISerialPort 'I ComPort: IE- "I Bandrate: |1152|:ID vl

Yer Manaze Key Manage |Encr}"pthecrypt I Uzer Entryl Get FIN Blockl

—Initialization

Initialization | |1 vl Delete all DES ley

 DownLoadKey ~Keyhttri
DownLoadKey " Master Key
" Pin_Key
Keplo: |3 = DecKeyHo: | ;|| [ TataKey |
" MAC_Eey I

firiteMode: ISET_MD]]E LI *tore the key to cower the exizted Lew " Initialization_wector |
" Delete_Key |

Key Val: ! 18 |

—Checl—Key |

Read ECV |
KevHo: I3 e I

Checlekey Wal: IIBADSDTEFBIDTSEB

Status: DOWH_LOAD_EEY SWCCESS 2011-10-18 09:56:01 |

8) Download a Mac Key



9)

Download a MAC key by a master key for decrypting; this key will be used to encrypt
MAC information.
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. 1

=Y - o = 3 i

CloseDevice Connection Mode: [SerialPort ComFort: [B - Bandrate: |115200 -

Ver Manage Key Manage ]Encry'ptf]]ecr}'pt] Uszer Entry] Get FIN Blockl

Initialization

Initialization | |1 w| Delete 211 DES key

DownLoadEey Keyhttri
DowrLoadBey " Master Kew
" Pin_Kew
Keplo: |4 & |]]ecKeyHo: |1 ll (" Data_Key
-

WriteMode: SET_MODE - |Store the key to cower the axisted kay (" Initialization_wector
(" Deleta_Eeyw

Kay Val: iJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJ 16

Checl—Key

Eead ECV
KeyHa: 4 bt

Checl—lkey Val: |5483B57575459E81

Status: DOWN_LOAD_EEY SIUCCESS 2011-10-15 08:57:42

Data Encrypt/Decrypt
The KeyNO must be TDK (Data Key), and the Algorithm is “CRYPTEDSECB”,
“CRYPTDESCBC”, “CRYPTTRIDESECB”, or “CRYPTTRIDESCBC”. Checkbox “Encrypt HEX” ticked

means that the data you will enter to be encrypted/decrypted is a sixteen hexadecimal
string. Click the button “Data Operation after finished setting the parameters.
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Closelevice Connection Mode: |SerialFort ComFort:; [B - Bandrate: |115200 -

Ver Manage l Key Manage Encrypt/Decrypt lUser Entr}'l Get PIH Blockl

Data—Manaze

#1 gorithm Operation—Mode
Data Operation (" CRYFTDESECE {* MODEERCEYFT
" CRYFTDESCEC " MODEDECEYFT
(" CRYFTDESMAC (" MODEFRANTOMN

(v CRYPTTRIDESECE
(" CRYPTTRIDESCEC
(" CRYPTTEIDESMAC

KewHO |3 - Fadding oo
EnFer¥Value | EnKevLen

Start ¥al |ununnunuununnunu

Encrypt HEX |

Encrypt Val |00010203040505m

Rezult |STTAE5C403F1 LFIC

Statns: CRYPT_SUCCESS 2011-10-18 09:59:09

10) Mac
The KeyNO must be TAK (MAC Key), and the Algorithm is “CRYPTDESMAC” or
“CRYPTTRIDESMAC”. Checkbox “Encrypt HEX” ticked means that the data you will enter

to be encrypted is a sixteen hexadecimal string. Click the button “Data Operation after
finished setting the parameters.
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Data—Manage

Closelevice Connection Mode: |SerialFort ComFPort: [B - Bandrate: 115200 -

Ver Ma:nage] Key Manage EncryptiTecrypt lUser Entry] Get FIN Block]

alzorithm
Data Operation {" CRYFTDESECE
(" CRIPTDESCEC

(" CRIPTDESMAC
(" CRYPTTRILESECE

(" CRYPTTRIDESCEC

{* CEYFTTRIDESMAC

KeyHO |4 -

Padding

Operation—Mode
i %a.9

e ¥9.19
(" CBC
" FROC

(" China Union Fay

o

EnKex¥alue |

EnKeyLen

Start Val |unnuunnuunuunnuu

Encrypt HEX |v

Encrypt ¥al |unnwznauqnsnso?

Rezult |3BBM 9E4ZBEEG0L13

Statns: CRYPT_SUCCESS

2011-10-18 10:00:01

11) PIN Test

a.

Open the tab “User Entry”. Set the entry mode to “MODE_PIN”, and then click the
button “OpenKeyBoard”. If the Status shows “OPEN_KEYBOARD_SUCCESS”, says
the encrypting pin pad have been opened success, then you can entry your
password and end with the “enter” key.
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Closelevice Connection Mode: ISerialPort 'I ComPort: IE "I Baudrate: IllSZUU vl

Yer Manage | Key Manags I Encrypt/Decrypt User Entry |Get FIH Blockl

—Uszer Entry

OpenKeyBoard Mode: ¢ MODE_TEXT * MODE_FIN " MODE_KEY

CloseEewBoard Input ¥al! |mkns

]
o |

Status: OPEN_EEYBOARD SUCCESS 2011-10-15 10:01:30

b. Open the tab “Get PIN Block”. The KeyNO must be TPK (PIN Key). Click the button
“Get PINBlock” after setting the parameters.
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Clozellevice Connection Mode: ISerialPort 'I ComPort: IE VI Bandrate: IIISZUU vl

Ver Managze | Key Managel Encrypt/Dacrypt I User Entry Get PIN Elock |

—FIH-Type
et PINElock p
+ TEM3B24
{ ANSIO. & I
FexwHO: |2 vl EnKeyHO: I vl P
Padding: IUF— PinLen: |s " I30-1
" ECIZ
VI: ID
" ECI3
CustomerData: |1234557890123 i ¥ISh
I " DIEROLD
XOEData:
™ DIEEOLICO
" VISA3
PIN Block: ISSADBEBQSSSBDSSB " BANESYS
FIN Block Len: B Clearl e
" Is03

Status: GET_PIN_SUCCESS 2011-10-13 10:02:08




12) Clear Test
Click the button of “OpenKeyBoard”, and then you can input key form EPP. Click the
button of “CloseKeyBoard”, if you want to end the entry.

Clezellevice Connection Mode: ISerialPort "I ComPort: IE! VI Baundrate: |115ZUU VI

Yer Manage | Key Manage I Encrypt/Decrypt User Entry IGet FIH Blor_'kl

—User Entry

OpenKeyBoard Mode: (% MODE_TEXT " MOLE_FIN " MODE_EEY |

CloseKeyBoard | Irput ¥al: |31 32 33 0A 34 35 35 20 37 35 33 0D TF 30 2E | -
Clear | i

Status: OPEN_EEYBOARD_SUCCESS 2011-10-18 10:04:58




